
“Our Strength is Your Retirement Security!”

Protecting Your Email & 
Avoiding Online Scams

Welcome!
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Agenda
• Securing your email
– Do’s and Don’ts

• What is Email Phishing?
• Identifying potential scams
– Examples of scams

• Avoiding potential scams

Agenda

1. Securing your email – we are going to go over best practice ways of keeping your email 
secure at a basic user level.

2. What is email phishing? – we will go over types of email phishing scams and what kind 
of information scammers are after.

3. Identifying potential scams – we will be teaching you some simple methods to help you 
to better identify potential scams and what to look.

4. Avoiding potential scams – ways to avoid spam and reduce the amount you may 
receive.
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Password Don’ts

Do not use simplistic passwords like:

• 123456abc123
• password
• password1
• password123
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Password Don’ts
• Do not use overly simplistic 

passwords (password123)
• Do not use portions of your email 

address 
– Email: (user123@email.com)
– Password: user123

• Do not use items such as
– Birthdate
– Your name

Do not use simplistic passwords like:

• Password that are same as username.
• Personal information as password ( name, city, birthday, family member names)
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Password Do’s

A strong password is:
• At least 12 characters long but 14 or more is better. 
• A combination of uppercase letters, lowercase letters, numbers, and symbols.
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Password Do’s
• Do use stronger passwords

– Passwords should be at least 8 
characters in length

– Use a passphrase if possible
– Use a mix of

• Upper case letters
• Lower case letters
• Numbers
• Characters
• (PassWord456&!)

• Rule 1: use at least 8 characters. ...
• Rule 2: use combination of different characters. ...
• Rule 3: use at least one uppercase. ...
• Rule 4: never use common information in your password. ...
• Rule 5: never use the same password twice. ...
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Password Do’s

Do:

1. Create a strong password
2. Never re-use an old password or a variation of it.
3. Keep passwords to yourself.
4. Log out and lock your computer.
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Password Do’s
• Do use Multi Factor Authentication 

(MFA) when available

Do use Multi Factor Authentication when available
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Password Managers

Password Managers are an application, either residing on your computer, as part of your 
browser, or online that you store company and personal websites and their associated login 
information in. 

A password manager is a tool that does the work of creating, remembering and filling in 
passwords.

A password manager is a software application designed to store and manage online 
credentials. Usually, these passwords are stored in an encrypted database and locked 
behind a master password.
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Password Managers
Best top 5 password managers:

• Bitwarden - free
• 1Password - $36/yr
• NordPass – free/$36 premium
• Keeper - $35/yr
• Dashlane - $42/yr

Best top 5 password managers:

Bitwarden - free
1Password - $36/yr
NordPass – free/$36 premium
Keeper - $35/yr
Dashlane - $42/yr
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Password Managers
What sites should I protect?

What sites should I protect?

• Banking
• Email
• Services – Amazon, Netflix, Stores
• Social Media accounts
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Email Phishing

Email phishing statistics for 2023
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Email Phishing

What are the signs that a message may be a scam?

• Claims to be from a company/business but the sender’s address is from a domain such 
as Gmail, Yahoo, or from an unrecognizable domain or foreign domain.

• From a contact or yours, but worded not the way they normally speak.
• Grammatical or spelling errors.
• Requests you to log in thru a link in the email.
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Email 
Phishing

Common Types of Attacks

Account Verification
Fake Invoice
Delivery Notification

Never click on an attachment or link in an email you do not recognize or trust!
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Identifying Email Scams

Ways to identify spam emails:

• Email is not from actual company/business – view the email address of the sender.
• Email is often sent to an undisclosed group
• When hovering over links in the email, the URL’s are not those of the legisitmate

company/business.
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Identifying Email Scams

Ways to identify spam emails:

• Email is not from actual company/business – view the email address of the sender.
• Email often conveys a threat to your account – it may close, payment didn’t process, an 

expensive charge occurred.
• Common mistakes are found – spelling, grammar, punctuation.
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Identifying Email Scams
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Identifying Email Scams

If unsure, STOP for a minute and Google for relevant spam emails, you will likely find a 
match.
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Avoiding Email Scams
• If unsure, NEVER click on a link or 

attachment in an email.

NEVER click a link in an email if you are unsure if message is spam or not, or if you do not 
know the sender.
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Avoiding Email Scams
• Directly visit company’s website and 

log onto your account to make 
changes or view account status.

If you are concerned about a potential threat to an account via email, always visit the 
company’s website and log on to your account to view the status, or call Customer Service 
through the company’s published phone number.
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Avoiding Email Scams
• Mark suspected phishing messages 

as SPAM or JUNK and block sender.

Research how to mark these messages as SPAM or JUNK, and even better yet, BLOCK 
SENDER.

Your email provider should have easy instructions on how to do this, either through their 
application or by means of a Google search.

You can also mark emails as ‘friendly’ by TRUST SENDER or adding the sender to your 
address list, like yours truly! Again, your email provider should have easy instructions on 
how to do this, either through their application or by means of a Google search.
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Happy Emailing!

By implementing these simple tips, your risk of being defrauded, hacked or worse can be 
greatly reduced or even eliminated.

However, you must stay vigilant as the scammers are always trying to find new methods to 
deceive you.

Happy emailing!
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